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The Iran Crisis Updates are produced by the Critical Threats Project (CTP) at the American
Enterprise Institute with support from the Institute for the Study of War (ISW).

The Iranian regime’s extensive internet and telecommunications censorship is severely limiting
the open-source information available on ongoing anti-regime protests in Iran. Iranian state media
and officials have confirmed that they are blocking domestic access to Western social media applications such as
WhatsApp and Instagram to impede protester coordination and organization and limit the free flow of
information September 22.! Iranian internet users reported restricted access to foreign domains—including
Google—and difficulties accessing Google Play and Apple’s App store, preventing users’ efforts to download
VPNs.2 CTP cannot verify most protest footage circulating on social media. Iranian authorities previously blocked
internet access in 2019 gasoline protests.3

Uncorroborated social media reports suggest that Iran loosened internet restrictions around
Tehran on September 29 but may continue blocking some social media platforms such as
Instagram.4 Some Iranian officials have called on the regime to permanently block Instagram in recent days.5
Iranian newspapers have similarly reported that Instagram could be permanently blocked even after protests
subside.®

Iran will likely continue improving its censorship infrastructure—possibly with support from
China—to suppress future protests more effectively. Iranian authorities have praised the Chinese
Communist Party’s (CCP) control of its domestic information space and signed agreements on cyber and law
enforcement cooperation with China’. Some Iranian internet experts have compared Iranian internet disruptions
prior to the ongoing protests to the CCP’s internet filtering system.8 The regime may increasingly mirror the
Chinese model of internet sovereignty as it seeks to preempt and quell unrest.

Key Takeaways

¢ Supreme Leader Ali Khamenei remains absent and did not make a public appearance or
statement on September 29.

¢ Anti-regime protests likely occurred in at least six Iranian cities on September 29, but
demonstrations appear to have subsided overall for now.

¢ Anti-regime protests may increase inside and outside of Iran on October 1.

e The IRGC conducted an artillery attack into Iraqi Kurdistan on September 29, marking the
sixth consecutive day of such attacks.

Supreme Leader Succession




Supreme Leader Ali Khamenei remains absent and did not make a public appearance or
statement on September 29. Unverifiable social media rumors continue to circulate online that suggest that
Khamenei’s health is worsening.9 CTP will continue to monitor the situation.

Anti-Regime Protests
Anti-regime protests occurred in at least six Iranian cities on September 29, although

demonstrations appear to have subsided as a whole for now. This is a moderate-to-high confidence
assessment. Social media users documented protests in Gilan, Qom, Esfahan, Kurdistan, Khorasan Razavi, and
Kermanshah Provinces and have reported unrest in Khuzestan, Mazandaran, Hormozgan Provinces that CTP is
unable to verify.!° Iranian officials have reported diminished protest activity in Tehran Province, where protests
first erupted following Mahsa Amini’s death on September 16. Tehran Provincial Governor Mohsen Mansouri
announced that protests had subsided in Tehran on September 29, and social media users have circulated less
footage of unrest in Tehran and other cities.” Social media users may be circulating less information due to
internet restrictions.

Social media reports suggests that anti-regime demonstrations may resume within and outside
of Iran’s borders on Saturday, October 1. Iranian students announced plans to resume demonstrations in
front of several universities in Tehran on October 1.2 Organized student protests would coincide with
international demonstrations scheduled in several US, Australian, Candian, and European cities on the same
date.’3 Iranian authorities reportedly plan to prevent spectators from attending Iranian soccer matches from
October 9-10 in seven cities, possibly suggesting that the regime anticipates and is attempting to preempt further
unrest.4

Axis of Resistance and Regional Developments

IRGC Attacks into Iraq from 24-29 SEP 2022

and Major IRGC Bases on the Border
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The IRGC conducted an artillery strike in Iraqi Kurdistan on September 29, marking the sixth
consecutive day of such attacks. Iraqi media reported that the IRGC struck two locations in Erbil Province.!
The IRGC has conducted artillery, drone, and missile attacks on anti-regime Kurdish positions in Iraqi Kurdistan
since September 24. IRGC Operations Deputy Brigadier General Abbas Nilforoushan accused these Kurdish
groups in Iraqi Kurdistan of stoking the ongoing, anti-regime protests.’® The IRGC Ground Forces published a
statement on September 29, vowing to continue such attacks until it destroys the groups.'”
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