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KT: The Kremlin is successfully expanding its global cyber footprint to contest the West by signing cooperation deals in the field of international
information and communications technologies (ICTs). The Kremlin prioritizes these deals to set conditions to expand its access to global technical
networks and infrastructure, as well as to develop its human networks and institutional links around the world. The Kremlin launched this campaign
in 2014, shortly before releasing an updated information security doctrine in 2016, which continues to guide Russian cyber policy." This campaign
supports the Kremlin’s strategic goal of subverting Western global influence via nontraditional means. The Kremlin will likely use these deals to
increase its cyber-attack capabilities and expand influence in key regions. The Kremlin may additionally use these deals to garner support for a
Kremlin-friendly resolution on ICTs in the UN to shape international norms in cyberspace.

This piece supports a forthcoming report from ISW on Putin’s geopolitical adaptations since 2014..

The Kremlin is adapting its expanding cyber capabilities and influence by leveraging international
information and communications technologies (ICT) cooperation agreements. The Kremlin signed over 30
ICT deals bilaterally and with multinational regional organizations since 2014.. This campaign supports a stated
objective of Russia’s 2016 information security doctrine to prioritize expanding Russia’s international cyber
cooperation.? The Kremlin continues to prioritize this effort as of August 2020. The Kremlin uses these deals to
set conditions for Russia to expand its human and institutional networks in the cybersecurity sphere, export its
image abroad as a trustworthy partner in cyberspace, reinforce Kremlin narratives around the world, and expand
its access to global cyber infrastructure.

The Kremlin’s expanding ICT partnerships advance multiple objectives:

The Kremlin is using these deals to reinforce Kremlin narratives around the world and posture as an
alternative to Western ideas in cyberspace. The Kremlin’s cyber deals advance its effort to facilitate
resistance to “Western digital neocolonialism,” a term Russian Security Council Secretary Nikolai
Patrushev coined in 2019.% The Kremlin fears an expansion of Western ideas throughout the global
information space, particularly to regions in which the Kremlin historically has had influence.* The
Kremlin intends to counter the expansion of Western ideas in the information space and cement its
existing relationships with countries that it considers vulnerable to Western influence. Kremlin deals may
disrupt or discourage Western cooperation with countries that Russia engages with actively, advancing the

Kremlin’s goal of creating alternative international structures.

The Kremlin is expanding its human network and institutional links in the professional
cybersecurity landscape. The Kremlin’s new ICT deals stipulate cooperation in specific technical areas.
The Kremlin’s deals with China, India, Belarus, the Philippines, South Africa, and Cuba, for example,
stipulate cooperation in joint cyber defense exercises, fighting cybercrime, and wargaming in the cyber
domain.’ Many of the Kremlin’s new ICT deals have limited substance but serve as calls to action for
greater cooperation. Even simple ICT agreements grant the Kremlin opportunities to participate in
cybersecurity discussions, cultivate human relationships with foreign cybersecurity professionals, and
develop potential avenues for deeper cooperation. The Kremlin’s deals with regional and international
organizations indicate the Kremlin is prioritizing maximizing the reach and scope of its individual deals.
The Kremlin has previously used a similar “foot in the door” approach with media and security
cooperation deals.®

The Kremlin seeks to contest the West in cyberspace by leveraging international organizations. The
Kremlin’s information security policy, which was updated in 2016, calls for an independent Russian
information policy and the elimination of Russian dependency on foreign ICTs.” The Kremlin aims to
pull as many countries into its orbit as possible to expand its soft power capabilities in cyberspace. Many of
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the Kremlin’s ICT deals stipulate cooperation in international institutions, particularly prioritizing the
United Nations as a discussion forum to leverage Russia’s veto power and influence within that body.8
Russia has been a key voice in two ongoing UN processes to update the 2004 resolution on ICT use.® The
Kremlin hopes to skew the UN discussions on ICT use toward combatting illegal online content, rather

than ensuring information infrastructure security.

The Kremlin is setting conditions to expand its access to more countries’ cyber systems. Several of the
Kremlin’s ICT deals indicate the Kremlin seeks to expand Russian access to cyber infrastructure and
systems." Several deals stipulate Russian companies providing cybersecurity services to governments.’* For
example, The MePHI Institute, a Russian state-owned nuclear research institute, signed a deal to provide
cybersecurity services for a Brazilian company that controls much of Brazil’s water and sanitation
infrastructure.'® The access these deals provide may enhance the Kremlin’s cyberattack capabilities. The
Kremlin has displayed its capability to exploit backdoors in compromised networks to perform
cyberattacks and hacks against multiple countries, including Germany, Estonia, Ukraine, and Georgia,
since 200%."

Forecast: The Kremlin will prioritize cyberspace as a domain in which to contest the West at low-cost in the
future. The Kremlin will continue to pursue bilateral and multilateral cyber deals to further the objectives
outlined above. The Kremlin will likely increasingly focus on Southeast Asia and South/Central America as
priority regions, as these areas are rapidly growing in the ICT sector, and cooperation in these areas provides
other strategic advantages for the Kremlin, as seen in ISW assessments on Kremlin security and media
cooperation deals in the same timeframe.’> The Kremlin will use these deals to increase its capability to perform
cyberattacks. The Kremlin's cyber cooperation deals additionally set conditions to support future Russian hybrid
war campaigns by increasing the Kremlin's ability to create and maintain malign information campaigns and
disrupt its opponents in cyberspace.” The Kremlin may also pressure other nations into supporting Russia’s UN
resolution on ICT use to shape global norms to its own advantage.

Recommendation: The West should monitor the Kremlin’s efforts to increase its international access and
profile in cyberspace and act to counter Russian expansion in cyberspace. The West should contest the
Kremlin’s assertion that Russia is a trusted actor in cyberspace by drawing attention to the Kremlin’s malign cyber
activities. The Kremlin’s resistance to “Western digital neocolonialism” seeks to increase centralization and
control over cyberspace, not the free alternative the Kremlin attempts to frame these efforts as supporting. While
it might be tempting to respond aggressively with cyberattacks or a concentrated pressure campaign in support of
Western values, the West should instead rely on promoting its principles of freedom and fairness to combat
Russian expansion in the information space.
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