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Social media users circulated calls for protests following the US-Iran world cup match on
November 29 although it is unclear to what extent these demonstrations will
materialize. Some protest organization groups and other prominent social media users circulated calls
for protests on November 29, possibly in an attempt to coopt or challenge pro-regime celebrations on city
streets.[1] Some social media users disagreed with the November 29 call to protests and highlighted pre-
organized protests scheduled for December 5-7.[2] Another anti-regime social media user circulated ways
to support the protest movement until demonstrations resume on December 5, further suggesting that
protesters remain focused on unrest planned for December 5-7.[3] The Neighborhood Youth of Karaj
protest organization similarly alluded to requiring more time to reinforce its organizational capabilities and
supplies before protests resume on December 5, as CTP previously reported.[4] Recent social media activity
from groups purporting to be protest organizations suggest diverging approaches to coordinating unrest,
one of which calls for large crowds and emphasizes continuous protest activity, the other of which seemingly
requires more time and preparation. This rhetorical schism could indicate that protest organization groups
remain primarily local and lack a coherent, nation-wide structure.

Anti-regime Black Reward hacker group claimed to have leaked a conversation between
Basij Deputy Commander Ghassem Ghoureishi and state-affiliated media actors referencing
intra-regime fissures over ongoing protests. Black Reward claimed a cyberattack on IRGC-affiliated
Fars News Agency’s website on November 25, which Fars later confirmed.[5] The recorded discussion
between Ghoureishi and his subordinates purportedly originated from Fars’ digital archives. The two-and-
a-half-hour-long audio file confirmed extensive protest activity and other acts of defiance on November 15,
including significant strikes in 22 of Iran’s 31 provinces and almost complete store closures in Tehran city.
Ghouresishi additionally stated that Supreme National Security Council Secretary Ali Shamkhani, President
Ebrahim Raisi, and Judiciary Chief Gholam Hossein Mohseni Ejei separately met with reformists at
unspecified dates, possibly corroborating prior reporting that senior Iranian officials had met with
prominent reformists to discuss strategies to quell ongoing unrest.[6] The audio file also referenced
directives allegedly given by Supreme Leader Ayatollah Ali Khamenei to violently crack down on dissent.
One of the speakers noted that Khamenei complained that members of the Expediency Discernment
Council—a council that mediates between regime entities and advises the supreme leader—had failed to
condemn demonstrations and separately warned LEC Commander Hossein Ashtari against failing to
sufficiently suppress protests. The conversation similarly included referenced waning morale among
security personnel.[7]

Black Reward has previously described itself as a group of anti-regime Iranian hackers who support the
Mahsa Amini protest movement, although no entity has been able to confirm the group’s identity nor the
veracity of their information.[8] The group previously claimed to have hacked sensitive information
relating to the Iranian nuclear program on October 21.[9] CTP cannot authenticate Black Reward’s leaked
audio file. The conversation does allude to intra-regime fractures congruent with CTP’s prior reporting and
assessments, however, and is completely plausible if not verifiable. CTP does not regard this audio file as
independent confirmation of previous assessments, however, as it has not been authenticated by any
reputable actor.

The Iranian regime is coordinating with Qatari officials to suppress public acts of defiance
among Iranians in Doha, including members of the Iranian national football team. An
anonymous FIFA security official told CNN that IRGC members chastised Iranian players for failing to sing
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the national anthem in the November 21 match against England, suggesting that Qatar either assisted with
or permitted IRGC extraterritorial operations in Doha. The source added that Iranian officials had
threatened to torture the family members of Iran team players who demonstrated sympathy with anti-
regime protesters and forbade them from interacting with foreigners.[10] The New York Times similarly
reported on November 21 that Qatari officials banned Iranian fans from attending matches if they possessed
pre-1979 Iranian flags, further corroborating reports of Qatari-Iranian cooperation to suppress anti-regime
activity in Doha.[11] Anti-regime outlet Iran International additionally published a November 27 report
claiming that Iranian and Qatari officials secretly coordinated to control which Iranians attend the World
Cup matches.[12] The November 27 report included the leaked Black Reward audio file allegedly featuring
Ghoureishi, wherein an official claimed that Basij officials had identified over 500 “counterrevolutionaries”
attending the tournament.[13] Ghoureishi claimed that Qatari officials promised to prevent Iranian
attendees from displaying pre-1979 flags and engaging in other acts of dissent.[14]

Key Takeaways

¢ Social media users circulated calls for protests following the US-Iran world cup
match on November 29, although it is unclear to what extent these
demonstrations will materialize.

¢ The anti-regime Black Reward hacker group claimed to have leaked a
conversation between Basij Deputy Commander Ghassem Ghoureishi and state-
affiliated media actors referencing intra-regime fissures over ongoing protests.

e The Iranian regime is coordinating with Qatari officials to suppress public acts
of defiance among Iranians in Doha, including members of the Iranian national
football team.

e Atleast 10 protests took place in six cities across six provinces on November 28.

¢ Social media users documented trucker strikes throughout Iran for the third
consecutive day.

e IRGC Aerospace Force Commander Amir Ali Haji Zadeh announced that over
300 protesters and security personnel have died since anti-regime protests
began on September 16, although this number is almost certainly higher.

e The Kurdish Regional Government (KRG) has stationed security forces at the
Iran-Iraq border, decreasing the likelihood of an IRGC ground incursion into
Iraqi Kurdistan.

Anti-Regime Protests

At least 10 protests took place in six cities across six provinces. CTP assesses with high to
moderate confidence that protests occurred in the following locations on November 28:

Karaj, Alborz Province[15]

Size: Small

Demographic: Industrial workers

Protest Type: Strike and protest, third consecutive day

Karaj, Alborz Province[16]

Size: Small

Demographic: High school students

Esfahan City, Esfahan Province[17]

Size: Medium



Demographic: Industrial workers

Protest Type: Strike and protest, third consecutive day

Tehran City, Tehran Province[18]

Size: Small

Demographic: Tehran University of Art and Practical Arts University students
Tehran City, Tehran Province[19]

Size: Small

Demographic: Allameh Tabataba'i University students

Tehran City, Tehran Province[20]

Size: Small to medium

Demographic: Shahid Beheshti University students

Tehran City, Tehran Province[21]

Size: Small

CTP assesses with low confidence that protests occurred in the following locations on November 28:
Kermanshah City, Kermanshah Province[22]

Size: Small to medium

Demographic: Technical University of Kermanshah students
Sabzevar, Khorasan Razavi Province[23]

Size: Small

Demographic: Hakim Sabzevari University students and professors
Notes: Photos and uncorroborated reports, no available footage
Sanandaj, Kurdistan Province [24]

Size: Undetermined

Protester Activity: Fire lit in street

Note: CTP defines small protests as fewer than 100 individuals, medium protests as between
100 and 1,000, and protests as over one thousand.



Protest Activity in Iran
as of November 28, 5:00 PM ET
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Social media users documented trucker strikes throughout Iran for the third consecutive
day. Some reported strike locations include Esfahan, Ghazvin, Hamadan, Kermanshah, Kurdistan,
Lorestan, and Yazd Provinces.[25

The Iranian Judiciary released approximately 709 detained protestors under Judiciary
Chief Gholam Hossein Mohseni Ejei’s November 26 clemency order.[26] Ejei clarified on
November 27 that detainees must express “remorse” in order to receive leniency, and Ejei’s order excludes
protest leaders and protestors accused of arson or assault.[27]

IRGC Aerospace Force Commander Amir Ali Haji Zadeh announced that over 300 protesters
and security personnel have died since anti-regime protests began on September 16,
marking the first official death toll in over two months.[28] A state-run broadcaster last
announced 41 protest-related deaths on September 22.[29] The current death toll is still likely higher than
the figure presented by Haji Zadeh, however. An Iranian human rights organization placed the total death
toll from the Mahsa Amini protest wave at 451 on November 28.[30]

Supreme Leader Ayatollah Ali Khamenei met with senior commanders of the Artesh Navy
on November 28 to commemorate a naval holiday. Khamenei’s speech was focused on naval
operations and did not mention ongoing, anti-regime protests.[31]

IRGC-affiliated media reported that unidentified attackers shot and killed Basij
Organization member Reza Dastani with an unspecified firearm in Esfahan City, Esfahan
Province on November 28.[32]

Axis of Resistance and Regional Developments
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The Kurdish Regional Government (KRG) has stationed security forces at the Iran-Iraq
border, decreasing the likelihood of an IRGC ground incursion into Iraqi
Kurdistan. Commander of the KRG 2nd Border Guard Brigade, Brigadier General Goran Saleh Khaled,
announced on November 28 that security forces have deployed to positions along the Iran-Iraqi Kurdistan
border.[33] IRGC Quds Force Commander Esmail Ghaani allegedly threatened that Iran would conduct
ground operations into Iraqi Kurdistan unless Baghdad sends Iraqi military forces—notably not Kurdish
military forces—to secure the border region, as CTP has previously reported.[34] Iranian Foreign Affairs
Ministry spokesperson Nasser Kanani released a statement on November 28 welcoming “official forces”
along the Iran-Iraq border, however Baghdad-based Al Mada reported that Tehran is unhappy with the
decision to station Kurdish forces on the border.[35]

The KRG deployment does not appear to meet Ghaani’s reported demands and may have angered Iranian
officials, but it likely will decrease the prospect of the IRGC conducting ground operations against anti-
regime Kurdish militants allegedly operating in Iraqi Kurdistan. The sizable KRG deployment and
unfavorable terrain along the border make an IRGC ground operation unlikely to succeed. Armored and
special forces units from the IRGC Ground Forces deployed to unspecified locations in northwestern and
western Iran on November 25, as CTP has previously reported.[36] The deployment, however, is likely
intended to aid in protest suppression in Iran’s restive Kurdish regions and to serve as additional leverage
in negotiating with Baghdad and Erbil.[37] Iran may accuse Iraqi Kurdish forces of being ineffective in
order to pressure the Iraqi government into security concessions to gain concessions and justify additional
rocket and missile strikes in Iraqi Kurdistan.

IRGC and TSK Attacks on Kurdish Militias
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